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A Face Region Herarchical Encryption Algorithm for Palette Images

HAN Qi, WANG Zhr fang, NIU Xia-mu, LI Qiong
(School f Computer Saence and Technol ogy , Harbin Institute  Technology, Harbin, Helongiang 150001, China)

Abstract:  Face is a typical region of interest of image. The face region hierarchical encryption based on the vision perceptual
enhances the pertinence and flexibility of image encryption. A novel face region encryption algorithm of palette image is proposed by
involving the paletie encrypting and pixels position encrypting. Different keys are used to encrypt the palette and the pixels posr
tion, and the hierarchical encryption of palette image is achieved. The first level( lightweight) encryption will keep part of the percepr

tual information of the original face region and could be used for fast identifying. The second level encryption will eliminate all the
perceptual information and achieve a high level securty. Further, by combining the public key cryptosystem, a two level scure m-
age transmitting scheme is consructed.
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